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Data security and integrity 
 
Security is the prevention of loss or damage to data. 
 
D ata is valuable so m ust be kept secure. Threats to data can be categorised as follow s: 
 

• N atural threats – no hum an intention: 
o Fires, floods…  

• D eliberate hum an action: 
o H ackers and unauthorised users. 
o Viruses: A  m alicious program  deliberately w ritten to cause dam age. Viruses 

are self-replicating pieces of softw are. 
� Boot sector viruses: not so com m on now . 
� D eleting/Corrupting files: viruses ‘attach’ them selves to particular files 

at random , or target specific files. 
� M acro viruses: very easy to create using high-level languages such as 

visual basic. Spread them selves through e-m ail system s. 
� D oS attacks: denial of service attacks designed to clog up the Internet 

by flooding w eb servers w ith requests. 
o Terrorists. 

• H um an error: 
o Faulty softw are. 
o O perator error. 

• H ardw are fault. 
 
Various safeguards can be taken to protect against these threats: 
 

• N atural threats – no hum an intention: 
o Backup locations. 
o Protected locations. 

• D eliberate hum an action: 
o Physically secure location (security guards). 
o U se an effective firew all, a hardw are/softw are system  that prevents 

unauthorised access to system . Passw ords m ay be used to protect the system . 
H ow ever, there are lim itations as passw ords: 

� A re often forgotten, so people w rite them  dow n or share them , 
m aking the system  insecure. 

� Therefore m any system s require passw ords to be changed every 40 
days, and old passw ords are rem em bered so passw ords cannot be 
reused. 

� Passw ords are stored in an encrypted form , using a D ES (data 
encryption standard) and a “key” is used to unlock the encrypted data. 

o Scan for viruses using an up-to-date scanner and antivirus softw are. The 
softw are: 

� Looks for a generic pattern, or a pattern for specific viruses in files. 
� Can scan incom ing m ail/files. 
� Keeps a w atch-out on a com puter every tim e you open a file. 
� Can w ork in a sophisticated m anner over a netw ork to update all 

m achines sim ultaneously. 
• H um an error: 

o Test system  fully. 
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o D ocum ent system  fully. 
o Train users thoroughly so few er m istakes are m ade. 

• H ardw are fault: 
o U se backup hardw are (RA ID  drive m irroring). 
o Protect using anti-surge equipm ent. 

 
H ow ever, if these m ethods fail then a backup is needed to restore data. A  backup is a copy of 
data kept preferably at a physically separate location. W hen keeping a backup the follow ing 
m ust be considered: 
 

• W hen? 
o D aily, w eekly or m onthly depending on how  often the data is changed. 

• H ow  m uch? 
o A  full backup m ay take m any hours to com plete, even to very fast m edia. 
o Increm ental backups (backing up only w hat has changed since the last 

backup) on a daily basis and full backups on a w eekly or m onths basis are 
therefore often m ore practical. 

• W here? 
o Store the backup off site if possible. 

• W hat m edia? 
o Tape is very com m on as it is cheap, quick and very easily portable. 

Backups are often created using a generation system . The m ost recent backup created is the 
son – the ‘live’ backup. The father and grandfather are the previous backup and the one 
before that. If the live backup is corrupted it can be recreated using the father and a 
transaction file, a log of all the changes since the father w as created. The grandfather is a final 
backup If both the father and son have becom e corrupted. 
 
Integrity is the correctness and accuracy of data. 
 
Validation aim s to reduce errors, and does not guarantee correctness. Validation asks 
questions of the data to see if it could be correct. 
 

• M axim um /m inim um /required length. 
• Range of num ber. 
• List lookup. 
• Type. 
• Form at/Picture – date, for exam ple. In M icrosoft Access these are called “Input m asks.” 

The first character m ust be alphabetic, the second num eric and the third a hyphen, 
for exam ple. 

• Presence check – required data. 
• U niqueness check – prim ary keys require no duplication. 

 
Check digits are a form  of validation, generated by a function a value is added to the end of a 
string of data. W hen inputted into a system  the sam e function is perform ed on the data, the 
check digit calculated and com pared to the inputted value. This is a sim ple yet generally 
effective m ethod of checking data. M odulus 11 is the m ost com m on check digit function. 
 
Batch integrity m ethods 
 

• Batch total, the num ber of item s of data there should be. For exam ple, the total 
num ber of bills or m eter readings. 

• Control total, the total of a field w ith m eaning. For exam ple the total gas used. 
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• H as total, again the total of a field but w ith no m eaning. For exam ple the sum  of all the 
housenum bers. 

 
Verification asks if the data is correct. 
 

• Tends to involve double checking data: 
o A sking you to enter a passw ord tw ice. 
o “Are you sure you w ant to delete these files” m essages. 
o D ata duplicated on a m agnetic stripe on a card. 

• D ata can be entered tw ice, by tw o people for exam ple. 
 
H ow ever, verification can be very expensive, yet the integrity of data in som e system s, for 
exam ple gas readings, can be very im portant. 


